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Design
Introduction

Purpose

The main purpose of this document is to give an overview of services which make it
possible for users connect to a banking institution and perform financial operations.

The intended users of this document:

Designers and programmers at banking institutions which will design and program
systems along with unit and integration tests on the services described here.

IT Workers at banking institutions, which will deploy and maintain the services.
Companies, ISV's or independent programmers, creating systems utilizing these
services.

Scope

This document attempts to address issues of security, the standards that are adhered to
and the main design decisions made about how the services behave. The operations
are described in details.

This document does not go into service implementation details which will inevitably be
different for different banks. Neither is it the purpose of this document to describe details
about client implementation.

References

WS-Security Specification
Technical specification of HTTP over TLS (RFC 2818)

Design Goals and Limitations

Problem statement

Today all Icelandic banks provide roughly the same financial services over the Internet
or closed nets. The services enable users to retrieve bank statements, transfer funds
and manipulate claims. The methods and protocols of communication vary from sending
text based documents over FTP, XML over HTTP to SOAP message interchanges.
Because of this users must customize their system to each banking institution.

By standardizing the interface to these financial services, users can create one client
which can communicate with all institutions which implement the services.

Design Goals

The main design goals that were set at the start of the project were:
Communication with the services should be easy and inexpensive.
1. It should be easy for users/programmers to create clients which can be used to
interact with the services.
2. Build on known and accepted standards as much as possible.
3. The services should be as secure as possible without affecting usability.
4. Enable the banking institutions to implement these services in a consistent
manner.
5. An attempt should be made not to limit services to a specific transfer protocol if
possible.
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Design decisions

In light of the design goals a decision was made to implement the services as SOAP
Web Services, accessible over the Internet through the HTTP secured with SSL
(HTTPS) and Web Service Security (WSS) using the Username token and the X509
certificate token profiles.

The Internet is the most common and most inexpensive method of communicating
between separate networks and HTTPS has the benefit of being a very common
transfer protocol, accessible through most firewalls on port 443 (design goal 1).

The reason for choosing SSL instead of XML Encryption as defined in WS Security is
that with regards to the current state of toolkits available to many programmers, the
former is probably easier to implement (design goal 2, 3 and 4).

The use of certificates is deemed necessary, despite increased complexity for client
implementations, as the level of security measures acceptable to the banking
institutions and their clients rules out using username and passwords as the only barrier
to accessing sensitive information (design goal 3).

SOAP is a standard for exchanging XML-based messages over a computer network.
XML has various benefits as a message exchange format in B2B and B2C scenarios.
Knowledge among programmers is widespread, a variety of tools for manipulation is
available along with the fact that XML is human readable (design goal 2 and 3).

WSS has been a stable OASIS standard since 2004 and the UsernameToken profile is
a relatively straightforward way of sending user authentication information in the context
of a message. As the transport is secure and to simplify usage and server side
implementation, the password is sent as clear text. Under WSS messages can also be
signed in accordance with the XML Signature specification. Tools are available to most
platforms that ease the use of WSS, such as WSE 2.0 and 3.0 for Microsoft .NET and
the XWS-Security Framework for Java to name two (design goal 2, 3 and 4).

The reason that custom services and schemas were chosen was that no existing
standard for financial services would have fit into the Icelandic banking environment
without considerable modification. Most implement custom security models, some
require specialized tools for usage and the learning curve would have been steep.
Using XML schemas and the Web Service Description Language (WSDL) enables
automatic tools to bootstrap the code for communicating with the services in a few
minutes. The aim was that such code generation would create classes that would be as
easy as possible to use, always keeping in mind that XML and object oriented
structures do not always map directly (design goals 2).

The services offered are modelled on existing services and functionality that the
banking institutions are all able to offer (design goal 5).

Finally it is worth mentioning that although this version of the services only offers HTTP

as the application level protocol, it should be possible in the future to use other
protocols (design goal 6), should that be deemed necessary.
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Implementation

Overview

This following section describes some general issues that affect the use of the services
and some code examples are given.

Behaviour

The following is a high level diagram of how a client will communicate with a server
which hosts the web service, which then communicates with its back office systems.

Client
System

WS
Prox

HTTPS over TCP/IP

WebServer

WebService

Reiknistofa Backend System

Figure 1. Basic setup.
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Operations

The system tries to keep responses to operations are kept as quick and light as
possible. It was decided that in most cases a user only wants to know that the operation
has succeeded and does not need to receive the data he sent with the response. There
are special operations designed to return the results of operations and all related data.

Exceptions

All communication is prone to exceptions and SOAP has a standard mechanism to
communicate exceptions. These SOAP Exceptions are only thrown when it is not
possible to complete an operation, usually due to faulty data or other technical reasons.
Additionally, some circumstances where the input data does not conform to a given
criteria can lead to an exception being thrown. When executing a batch, where it is
possible for some operations to succeed but not others, other ways of returning error
information is preferred.

Special error messages are returned in the details node of a SOAP exception when the
error does not deal with SOAP headers. The different nodes returned in the details node
are described in the following table:

Code Type " Details
GeneralErrorCode xs:string Common error code across banking institutions.

Islandsbanki

GeneralErrorText xs:string Text to describe the  GeneralErrorCode.

"Authentication failed", "Data could not be validated" etc.

ex:

BanksErrorCode xs:string Error code specific to the banking institution and th
instance.

e error

BanksErrorText xs:string Text to describe the BanksErrorCode and/or d
resolve or help troubleshoot problems between b
institutions.

ata to
anking

The BanksErrorCode can be used by each individual institution to identify individual
error occurrences, e.g. to enable tracking. The GeneralErrorCodes are common error
codes and indicate which class of error has occurred.

Code Text Details \
Implies that the service is closed for
some reason.

A general error if a more detailed
description is not available.

0001 | Service is Unavailable.

1000 | An error occurred.

Access to the operation is not
present.

1200 | Data could not be validated.

1100

The data could not be validated
according to the XML schema.
Business rules were broken, e.g. dates
or amounts were not valid.

1300 | Business logic error.

All documents sent to the service are validated according to schema. Figure 1 shows a
sample of an error.

<soap:Fault>
<faultcode>soap:Client</faultcode>

E - commerce 6
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<faultstring>System.Web.Services.Protocols.SoapException: Payor ID could not
be validated at
KBBanki.Krofulina.WebServices.BankingClaims.CreateClaim(Claim
claim)</faultstring>
<faultactor>http://www.somewebserver.is/WebServices/2005/12/01/Claims.asmx</f
aultactor>
<detail>
<GeneralErrorCode>1200</GeneralErrorCode>
<GeneralErrorText>Data could not be validated.</GeneralErrorText>
<BanksErrorCode>5e80f0c6-479f-4dc2-9ab1-f2abed1e9f71</BanksErrorCode>
<BanksErrorText>The ‘ldentifier' element has an invalid value according to its
data type. An error occurred at, (5, 78). BanksErrorText>
</detail>
</soap:Fault>

Figure 1. A sample of a SOAP exception.

Timestamps

It is necessary to make sure that the clocks are as synchronized as possible on clients
and servers. The reason for this is that SOAP messages include a "Time to live", which
is important because the system will not perform operations which do not arrive within a
reasonable time. The services in this document use a default time of 900 seconds.

UserNameToken

Each call to the service should include a UserNameToken in accordance with the
OASIS WSS UsernameToken Profile 1.0. The token should include the Username and
Password tags. The Password@Type attribute references by default the URI
... —HPasswordText* and the password should be sent as clear text.

<S11:Envelope xmins:S11="..." xmIns:wsse="...">
<S11:Header>

<wsse:Security>
<wsse:UsernameToken>
<wsse:Username>MyUserName</wsse:Username>
<wsse:Password>My1ongA$ndDIff9ltP%$$phr$se</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>

2)81 1:Header>

;}81 1:Envelope>

Figure 2. A sample of a security header.

The Nonce and Created tags are optional and their usage will not be enforced server
side.

E - commerce 7
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Signing Messages
Digital signature of messages is mandatory. Each banking institution defines its own

rules for which types of certificates can be used for the services. This means that
certificate which is used at one bank may, or may not, be accepted by other banks.

E - commerce 8
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Icelandic Online

This section contains a manual for users of the web services for the banking institutions.
The services described here are valid with all the banks, i.e. the same schemas and
objects apply with all the banks.

The following paper describes the operations that can be performed in the first version
of this standard. The operations are described in a manner of the way they are
performed, i.e. that each operation is described in a way that depicts all the factors that
need to be taken into consideration while performing each operation.

Pictures are used to further explain how objects are connected within each operation.
Solid lines in these pictures indicate that the element in question must be entered, but
the dotted lines indicate that the element is optional.

The schemas themselves will be accessible through other means of publication.

IcelandicOnlinePayments

Payment (DoPayment)
A description of how single payments are created. The object Payment has a list of
PaymentOut and Paymentin, which are the withdrawals and deposits, along with the
date the payment shall be made. If a payment date is not entered, it is generally
assumed that the payment shall be performed the very same day.

— Out
Infarmation about the account Frorn which funds will be drawn,
r = [
Payment | In

Represents a single payment,

Infarmation about the account to which funds will be transferred.,

“--- EEI]atEOfFurwardPayrnerrt ]

Drate when the payrment will be executed,

A more detailed description of the sub-items of Payment follows:

E - commerce 9
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Out

Here we describe the withdrawal that takes place during payment. The only thing that
must be entered here is the account number and the ID of the account owner. Category
code, reference number and bill number can be entered and that information will be
accessible when account statements are viewed. A receipt (intented for the payor) can
also be sent.

The IC of the account the funds will be drawn
Fror.

—Fnccuuntﬂwnerlﬂ |

Perzon IC of the account ownar,

| |
| |
| |
| |
| |
| Category code For the payrment |
[ow_ B |©3.- ------------ |
| ' |
| |
| |
| |
| |
| |

i
Inforrnation about the account fram which !
funds will be drawn, ' Reference For the tranzaction, Usually the

! person ID of the onginatar is set in this feld so
v the reiceiver of the payrnent can see from

! who the transaction iz

Feceipts that are zent ta the payor when the
payrent is processed J

E - commerce 10



A choice is made between 4 types of deposits, AB giro, C giro, Payment bills and
standard transfers. One of these must be selected. The amount in question must also
be entered, but a receipt and a description of the payment are optional. The Bookingld
is thought as an supplementary field that the users can use to link payments into their

own accounting systems.

moE

Infarrnation about the account to which funds
will be tranzferred,

E - commerce

r

Payrnent armount in ISK, Please note that it is
only possible ta transfer money between
accounts in ISk

Receipts that are sent when the payment is
processed

- N 1
i Description !

Crescription For the payment, This description is
shawyn iF the customer looks up the paymnent in
the Intemet bank

The booking I Aeld can be used by the
sender to include his awn ID For the payment,
This I is alza retumed ta the sender when
the payrnent iz queried (2.9, when the
GetPaymentsResult operation is uzed)

~=
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ABGiro

Obligatory fields are the account ID (to which money will be deposited), the reference
number for the payment and the bill number of the giro to be paid. An optional field is
also available for the category code.

The IC of the account,
~Reference
Reference For the transaction, Usually the
ABG perzan ID of the orginator is set in this fald so
iro the reiceiver of the payment can see from
Drescribes an ARGira payrent who the transaction is

. ~ BillHumber

' Bill nurnber For the payrment

L+ CategoryCode ;

Category code Far the payrnent

CGiro

Obligatory fields are the account ID (to which money will be deposited), the personal ID
of the account owner and the bill number for the giro. The category code field is
optional.

The ID af the account,

E.Iil.t:vt:u:nuntliill'.wu'nfzrll.'l |

| CGiro I

Describes 2 CGive payrent

PersonIlr of the account owner,

BillHumber

Bill rurnber For the payrent

Category code For the payrient

E - commerce
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PaymentSlip

All fields are obligatory, the account (to which funds will be deposited), the ID number of
the payor og invoicer (depends on the ledger), the due date of the slip and the IsDeposit
fields dictates whether this payment is a partial or complete payment of the slip.

The IC of the account,

~PersoniD

PerzonID fram the OCR line af the payrnent

. slip. IF ledger iz B& then this is the Personld of
Paymentslip CE‘_ the claimnant, othensize this is the perzonId of
the payor,

Payrnent slip is used to pay payrent slips For
claims (ledger B2 and BB, debenture (ledger

71 and bill of exchange (edqger &0, 70, ~DueDate

Cue date far the payrent slip

EIs;l:le:punsiit

True if the payment is deposit, False i the
payrient slip should be Rully paid

E - commerce 13
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Transfer

A standard transfer to an account. Obligatory are the account number and the ID
number of the account owner fields (of the account that funds will be deposited to), and
optional fields are for the category code, reference number and the bill number.

The ID of the account,

—Fnccnun‘mwnerlﬂ |

Perzon ID of the account owner,

[Transfer @ (DE'_. Category code for the payment

& maney transfer to an account

Referance For the tranzaction, Usually the
petson ID of the originator is set in this Aeld so
the receiver of the payment can see fror who
the transaction is

= i
- -~ BillHumber !

Bill nurnber For the payment

E - commerce 14
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Receipt

Receipts are sent to the payment recipient when it is performed. This is an optional
field on both in and out payments. The choice stands between sending PostalMail (a
standard letter mail), Email and SMS. The options are sending 1 PostalMail, 3 emails
and 3 sms’s. If PostalMail is selected, then a recipient must either be entered by using
the ReceiverAddress or by setting the UsePersonID field as true, in which case a
receipt is sent so the recipients home as listed in the national register. The
ReceiverAddress consists of a name, two address lines, the postal code, city, region
and country.

If it is selected to send an email, then only the email address must be entered.

If it is selected to send an SMS, then a country code and phone number must be
entered.

Marnz of resident/acipiznt,

|
|
|
|
|
|

First part of address,

Second part of address,

Postal code,

Place of residence, be it city, town, 2tc,

The address Far the receiver of the receipt

Pastal mail

|
|
|
|
|
|
|
[Recomerniaress (=2 |
|
|
|
|
|
|

FusePersoniD

IF true, then the address associated with the
parson ID is uzed, The parson I is sither the
account avwner IT of the senders account or
the racaivars account, depending on the bype
af the receipt

- == FEmailaddress
s

Communication [ ==

Wrapper for different bypes For receipts

R e L L e LR LT

-—

| ct:PhoneHumber |

 SMS ﬂ —s=+=— [-H PhoneHumber [-] The country code For the phone number. |
0.3 |

SIS meszage [Short Message Serwice, a |

service For sending ressages to GSM L Phone number, B

mobilephones)

E - commerce 15
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PaymentsResult (DoPaymentResponse)

This is a description of the response to a creation of a single payment (the results for a
payment batch). ID is the unique identification for the batch that was created and
Status is the batch status. Success and Errors are kept optional, becaust it is always
possible that one of those would be completely empty. In Success and Errors the
payments just created are being returned. If a future date for payment was selected in
the payment creation, then that date is returned here in DateOfPayment, and the status

of the batch is put as OnHold.

(Paymentsﬂﬂsult [L'l_,

Showes the processing results of a payment

batch

1D nurnber For the payment batch,

Lists the payrments that where executed with
SUCCEsE,

+ Errors

L
'

0..500

Returns the date when a payrnent will be
executed, used For forward payments,

A further description of the things PaymentsResult consists of:

E - commerce
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Success

A list of payments that were successfully performed. The amount of the payment is
shown. ABGiro, CGiro and Transfer are identical to the actual payment, but
PaymentSlip changes in the way that more detailed information about the interests and
fees for the payment is given.

ABGIro

CGiro

Paymentslip

Showes detailed inforrnation about howe the
payrent slip was processed, Incudes
infarmation such as howe ruch was paid in
interests and charges

(Pa}rmentﬂﬂsultﬂetai... E]—(_':)E"I Total armaunt of the payrment

Cetailed information about a processed [ .
payhnznt : Receipt

:
r- Description !

The Booking ID feld can be used by the
sender to include his own booking IC For the
payment, This ID is also retumed to the
sender when the payvment is quetied (2.,
when the GetPaymentsResult operation is

used)

E - commerce 17
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The key in the PaymentSlip that is a part of the payment, is only a little part of the

answer, as a part of PaymentSlipInfo. Added to it are details about the payment slip.

| pt:PaymentShip

(Paymemsliplnfu ¢

Dretailed information about payrment slip. When
payrent slip haz been payed the detail wil
showe howe ruch was paid in interests and
charges,

E - commerce

= Account

The ID of the account,

“Per=zoniD

the payar,

EI]ut:[lﬂtf:

[rue date For the payment slip

IsDeposit

True if the pavrnant iz deposit, False iF the

payrnent slip should be fully paid

= AmountDue

Total armount to pay

DefaultCosts

Cefaul cost

EmherCusts

Other cost

—F OtherDefaultCosts |

Other default costs

“Defaultinterest

|

Crefault Interest

" HoticeAndPaymentFee]

Motification Fee

“Discount

Dizcount

: -EECategnwtude ;

Category code

PetzonICr From the iR line of the payrient
slip. IF ledgar iz BB then this iz the Personld of
the claimant, atherwize this is the personld of

18
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Errors

A list of the payments that an error occured on and could therefore not be created. The
item Payment is identical to the one previously described in this document.

| Errors

1
The payrients that resulted in emors, |

Error

A more detailed description of the error that occurred. Code is the number of the error
and Message a description of the error that occurred.

An error that occured during the operation,
\laties between banks,

| et:Error

An error code and message describing what

wenk wrong during with the operation, Message

An error rnessage descrbing an eror that
occurad during the operation, Yares between

banks,

E - commerce 19
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Payments (DoPayments)

A description of how a list of payments is created. The element Payments has one field
for a withdrawal and 1 to 500 possible deposits. Payments also has two attributes,
RollbackOnError and IsOneToMany. RollbackOnError means that if any one of the
payments fails, then all payments are cancelled. IsOneToMany indicates whether one
withdrawal should be made for the entire batch or if one withdrawal should be made per
deposit. A date for forward payment and a batch name can also be entered, but those
elements are optional. In and Out elements are identical to the ones in creation of a
single payment

1..500
Information about the accounts funds will be
transherrad to, Max 500 records

Payments

Fepresents one of more payrments to be E .
proceszed. r - DateOfForwardPaym...

& narme provided by and For the conveniance
of the sender

The response to a batch creation is OperationID which is a string variable that is an
identifier for the operation.

E - commerce 20
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An OperationID (string) is sent for the payment to be fetched.

[ GetPaymentResult E“(‘““E—F paymentiD |

PaymentsResult

The response to the query. Same answer as to the creation of a single payment.

(Paymentsﬂesult ['_,L'

Shawes the proceszing results of a payment
batch

E - commerce

IC number For the payment batch,

Status

The status of the payrient batch

(g e

Lists the payrnents that where executed with
SUCCRSE,

Lo Errors

0..500

=
o
o
-
@
=
3
]
=]
o
=
@
=
b
"
=8
I
o
=
3
i

Feturns the date when a payrnent will be
executad, used For Forward payrments,

21
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Payments query (GetPaymentsResult)

A query is sent that consists of a paymentlD (string), and a filder that contains
PaymentStatus. Using the filter, it is possible to get the status of payments (GetStatus),
get all payments on errors (GetErrors), get all successful payments (GetOkay) and
getting all payments (GetAll).

ED&YFI"IEHtlD

GetPaymentsResult [} —+— ||

The answer to this query is the same as in GetPaymentResult, except that in this case it
is a lot more likely that the lists are used more than in the single payment.

E - commerce 22
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AccountStatement (GetAccountStatement):

GetAccountStatement has one element AccountStatement, which is used to perform a
query on an account. The obligatory fields for this query are the account number
(Account) and the start and end dates of the statement. It is also possible to select
specific records from within the statement. This is added for the user, in case there are
very many entries within the same period.

st:AccountStatement

| The account infarmation is
| requested For,

o
[
[
|

| g
z Uszed to lirmit the records in
| 1 the response to a certain
g
| v tange,
1
1
| L

Uszed to lirmit the records in
the response to a certain
range.

E - commerce 23
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An account statement, contains information about the account itself, as well as allt the
account entries (Transactions), but that element is not returned if no entries were found.

(A{:{:OIIITtS'tﬂt&nlel'ltRe3|}1}I13'E': I}:]—(—H-—jEI—

The IC of the account,

EICurrf:m‘.:...r

The currency of the account,

Orwerdraft permission,

The balance of the account,

—Fﬁvailahlennmum |

The amount available to the
accaunt haldar,

The status of the account
[open/fclosed),

—FTotaIAnmulrtWaiting

The total amount of
transactions waiting that
exceeded arnount available,

IBAM Murnber

E - commerce

I—Fm:{:oumtlwnerl[l |

.
' PersonID of the account
' owner
.

24
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Transactions

The element Transaction in the account statement contains a list of entries
(AccountTransactionArray). Each account transaction has a detailed description of the
information regarding an account statement entry.

st:AccountTransactionArray

Transactions E}I{-'"—E- - Transaction I
| T

ettt S

E - commerce 25
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Account Tranzaction

E - commerce

Uniquely identifies this
transaction with the
alginating swsken,

'—|ETransac1ion[la‘te

The date whean this
transaction was booked,

Walue Drate

=BatchHumber

Batch Identifier

—|ER£tleemingBank

The bank where the
transaction oHginated.,

= Transaction

Tranzaction Key

Expands on the category
code and gives the fulltext
explanation,

Expands on the informnation
in the raference, usually by
tiying to matching the
infarmnation entered with
petson identification
nurnbers,

== PayorlD |

Petson ID of payor

The balance of the account
after this transaction,

~=

26
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CurrencyRateRequest:

When a query is made regarding currency rate, the date of the rate in question is

entered, as well as a CurrencyType element which dictates which type of rate is to be
fetched.

=cu rrencyType

| CurrencyRateRequest EI—(—"-— =

Currency rate (CurrencyRateResponse):

The response returns a list of CurrencyRate elements. The rate elements are made
optional because if the query is made for customs rate, then only the customs rate is

returned, and not the selling rate or buying rate. It's the same thing when the query is
made for note rate or exchange rate.

—IECurrencytude

(t:t:CurrencyRatE ¢ CEI— -~ BuyingRate :

& rate Far currency, at the tirne the timestamp The buying rate For the currency .
ckates, | immmee e mmm e

Custorns rate, Cnly retumed when specifically
azked For

TimeStamp

F.ate tirme, i, the time it applies ta,

E - commerce
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IcelandicOnlineClaims

Claim creation/Claim modification(CreateClaims/AlterClaims)
Receives a list claims, that consists of Claim elements.

r—— 1
ch:Claim

i
{#

ey
The combination of Relds
that uniqualy identifies 3
dlairn.

IF

PayorlD

Payor parson id.

FcancellationDate

Diate of cancellation, when
the clairn is na langar valid in
the Zyster.

Fidentifier

The uniqus identifier of the
dlairnant that the claim
relates to.

Armount oF clairm.

Reference

dlaimant. Alphanurmetic,
rasximurn 16 letrers,

FFinalDuepate

Final due date of claim.

Billornber, optional.
Inforrnation provided by
dlairant.

- merHumber :

Customer nurnber, optional
leey used by claimant to
identify payor. Mecessary i
payor is to be able to enable
sutamatic debiting of claims.

HoticeAndPaymentFee

Charge For calculation and
printout of payment slip and
sending to payer.

| Refence determined by
o |

Default charge that daims
incur when they default,
cither a percentage or fired
amount .

Fothercosts

For sperial charges to be
paid by the payer of the
elairmn,

Fotherbefauncosts

For special charges, e.g.
temporary collection charge,
to be paid by the payer of
the caim.

Defaultinterest

Rule For calculating default
interest

For claims which are linked to a

|
|
|
|
|
|
|
|
|
|
|
|
|
| Forzign cumency .
|
|
|
|
|
|
|
|
|
|
|
|
|
|

—'EPermilouthSeql|e||l:ePaymelll |

Payment of claim allowwed iF earlier dus
date iz unpaid.

Two amount or percentage
Fields can be attsched to s
clairn basze, the frst and
zzcond dizcount, which ars
uzed to reduce the payrnent
if rade before a fized date.

FisPartialPaymentAllowed

Indicates whether partial payrnent
i perrnitted.

Informnation that iz used
when printing a <lairn, iFit iz
l ta be printed by the bank.

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
__Defaullcharue I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

A more detailed description of the elements that a claim consists of:

E - commerce 28



~=

Islandsbanki

ClaimKey

A unique key for a claim, that consist of the personal ID of the claimant, the bank
number of the claim and it's due date.

cl:ClaimKey

|
|
|
|

The person identification
nurnber of the claimant and
patt af the unique key of the
clairn,

A unique key of claim, The Bank number of the

clairn, ledger nurnber (BE)
and rurnber of claim,

| Cue date of the claim,

|
|
|
|
| Claimkey E—H =+ Faccoun | |
|
|
|
|

NoticeAndPaymentFee
The fee for sending a notice to the payor, but printing out the claim is optional.

Charge used iF claim is

(Hotit:e.ﬂ.n-:IPaymemFee E:]—(—"-— = printed,

Charge For calculation and
pintout of payment slip and
sending ta payver,

~Paperless

Charge uzed if claim is not
printed,
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DefaultCharge

A charge that is added to claims once they end up in default. There are 2 different
charges, first and second default charge. They both consist of an amount and a

percentage.
B attributes
] | ReferenceDate
i_clt:DiscoLthrDefaLlItChargeBase _l
[E attributes |
(DateRestrictedCharge EH | |

trharge and as base for - EEE:I_t_I':I_r_sf ______________________ |_E|-I— | Days | |

L~ cit:Second EIT | Days |

Defaultinterest
Dictates which default interest rule to use if a claim becomes default.

—[ Rule

Dreterrnines iF the clainn should incur default interasts aftar the reference date and iF zo,
hiow it should be calculated,

(Defaultinterest F—{ = o1 - oo ;

IF used, default interest on a claim is caloulated based on this percentage and not on the
Crefault interest deFault interast period, as in the case of Central Bank default interest, Mot specifying the
percentage ensures that the Central Bank default interest iz used, and interest is
cornpounded every twelve ronths, i, the default interest is added to the principal,

---- EESpeciaICnde .

Sending in a special code is the onhy way to sek cartain interest rules that map to RB
Penalty interest rles, Further docurnentation can be Found in BB docurnentation,
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Currency information
An optional element on a claim, but is used for currency claims.
—|EREfETEI'I[:ERﬂtE

The reference used ta
detarmine which curency
type to use,

Currencylnformation ———— =

( 5P o]

Cormnbines felds that define

currency infatrnation For clainn, 3 letter currency code,
EPaymentRate
Currancy code, Indicates the
spat Fate ta be used in the
calculation of an Ik Forex
clairn,

Discount
Which discounts are given on a claim, and look very similar to the default charge.
_______________________ —
clt:DateRestrictedCharge

: H sttributes |
(DiscountCharge En s e o [Days | I

|
|
: Mmoo
|
|

Used for discounts

i : H sttributes

teltsecond | | Loeve |

rcEis;JEr;a&I;rg;se_ o _|
|

|

|

|

—_—

B sttributes

|_| i IsPostRefDate :
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~=

Which presentment system to use, determined by the Type element, and a reference to

specific system using parameters.

Which bill presentrent
system

(BillPresentment%rstem E:]—(—"-— =

Indicates the bill presentrient ! omr-em-ee--ee- "
systern to which the claim --- Parameters |
pettains, !

Pararneters and values
needed to display 2 unique
dacurnent Fram a bill
presentrient systarn, (LIRL
skyle]

E - commerce
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Printing

A description of how a claim is to be printed if done so by a banking institution. All
elements in the printing section are optional.

Marne of rezidentfrecipient,

FAddressLinel

First part of address,

:EnddressLine2 :

,--E ClaimantAddress FPostCodeNumber
Altemate address For claimant iF address Rarn Pastal code.,
the Mational Register should not be uzed, =
= City

Place of residence, be it city, town, et

|
|
|
|
|
|
Second part of address, |
|
|
|
|
|
|
|

Marne of residentfracipient,

= AddressLined

Second part of address,

|
|
|
| First part of address,
|
|

|
|
|
|
|
S gl ool Froagodmmber |
|

|

|

|

|

|

clairn that haz already been created will nat

result in it being printed again, Pastal code,

Altermate address For payar if address Fromn the
Mational Reqister should not be used,

City
Place of rezidence, be it city, town, etc,

-~ Region

The country region where the person lives,

Country

| [EVEVIVIOIVIVIOTon o

Comrments that are dizplayed on the loveer
half of the payrnent slip,
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ClaimOperationResult

Information about the result of an operation. A list of claims and/or errrors is returned.
Information about printing and direct payment only apply when a claim is created.

The unique identifier of the
operation, IF an ervor has
occuved, this can retum an
arnpty Id,

Status of the batch of clairms

i_cltHﬁEe;t _____ _l

(Clalmﬂperﬂtlnnﬂﬂsult I}:]—(—--—jzl—r__: Success I:T‘j
)

The results retumead from
operations on claims, & list of
clairnz andfor ervars is returmed,
InForrnation about printing and
direct pawment is onhy relevant
to creation of claims,

0. |
Lizt ':'F_':Iaims wihaze | Indicates whether the
operation was a success, payment slip needs to be
| printed or not, IF the
claimant has an agreernent
| with the bank, it will handle
the printing.

Fmmm e mm e e c e mmcmmm e e m e —— =

List aF clairns with errars, | e hEh R CoEy
when processing a claim,
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CancelClaims

Sends in a list of keys for the claims to be cancelled. The claim key is the same as in
the creation/modification of claims.

cl:ClaimKey

|
|
|
|

The person identification
nurnber of the claimant and
patt af the unique key of the
clairn,

A unique key of claim, The Bank number of the

clairn, ledger nurnber (BE)
and rurnber of claim,

| Cue date of the claim,

|
|
|
|
| Claimkey E—H =+ Faccoun | |
|
|
|
|

The response to CancelClaims is the same as to creation/modification, i.e.
CancelClaimsResponse that contains the string OperationID.
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CreateClaim/AlterClaim

The creation and the modification of a single claim is the same as in Claims, except that
here it is always a single claim that is being processed, not a list. The claim itself lookst
the same, but the answer to creation/modification is a ClaimOperationResult.

| ch:Claim

[ claim B ——FH

E - commerce

The combination of felds that unigquely
identifies a claim,

PayorlD

Payor patzon id,

—|E CancellationDate |

Crate of cancellation, when the claim is no
longer walid in the systarn,

=Identifier

The unique identifier of the claimant that the
claimn relates to,

Arnount of claim,

Reference

Refence deterrnined by clairnant,
Alphanurneric, maximurm 16 letrers,

=FinalDueDate

Final due date of clairn,

clairnant,

Custorner number, optional key used by
clairnant to identify payor, Mecessary iF payor
iz ta be able to enable autornotic debiting of
claims.

{ HnticeAndPaymerrtFe

Charge For calculation and printout of payrent
slip and zending to pawer,

% DefaultCharge

Drefault charge that claims incur swhen they

default, sither a percentage or fxed amount,

~=
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“OtherCosts

For special charges to be paid by the payer of
the clairm.

—F OtherDefaultCosts |

For special charges, e, ternporary collection
charge, to be paid by the paver of the claim,

— Defaultinterest

Fule For calculating default interest,

Far claims which are linked to a foreign
CURPENCY ,

—FPermitﬂumeequen... |

Payrnent of claim allowed if eadier due date is
unpaid,

Two amount or percentage fields can be
attached to a claim base, the frst and secand
dizcount, which are used to reduce the
payrnent iF rnade before a fixed date,

ZlsPartialPaymentallo... |

! Indicates whether partial payrnent is
' parmitted,

Indicates the bill presentrnent systern to which
the claim pettains.

Infarrnation that is used when printing a clairm,
if it iz to be printed by the bank.

~=
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CancelClaim

The cancellation of a claim is the same as in Claims, i.e. the key for the claim to be
cancelled is sent, but here it is always a single claim that is being processed.

cl:ClaimKey

|
|
|
|

The person identification
nurnber of the claimant and
patt af the unique key of the
clairn,

A unique key of claim, The Bank number of the

clairn, ledger nurnber (BE)
and rurnber of claim,

| Cue date of the claim,

|
|
|
|
| Claimkey E—H =+ Faccoun | |
|
|
|
|

The answer to the cancellation is the same as in the create/alter operation, i.e.
ClaimOperationResult.
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GetClaimOperationResult

A OperationID (string) is sent for the operation that information is to be collected about.
The answer: GetClaimOperationResultResponse which contains
ClaimOperationResult.

The unique identifier of the
operation, IF an ervor has
occuved, this can retum an
arnpty Id,

Status of the batch of clairms

i_cltHﬁEe;t _____ _l

(Clalmﬂperﬂtlnnﬂﬂsult I}:]—(—--—jzl—r__: Success I:T‘j
)

The results retumead from
operations on claims, & list of
clairnz andfor ervars is returmed,
InForrnation about printing and
direct pawment is onhy relevant
to creation of claims,

0. |
Lizt ':'F_':Iaims wihaze | Indicates whether the
operation was a success, payment slip needs to be
| printed or not, IF the
claimant has an agreernent
| with the bank, it will handle
the printing.

Fmmm e mm e e c e mmcmmm e e m e —— =

List aF clairns with errars, | e hEh R CoEy
when processing a claim,

Claims is a list of the claims that were successfully created, i.e. the claim key and
information on whether it is to be printed or not.

ClaimResult [

The result of an operation on
a clairn, IF iz was created it
contains information
indicating whether it should
be printed and iF it is
connected to an autornatic
debit aggreement,

Indicates whether the
payrnent slip needs to be
printed or not, IF the
claimant has an agreernent
with the bank, it will handle
the printing.

The claim key is its unique identifier. All elements are obligatory.
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—————— — — — —
cl:ClaimKey |
| = ClaimantiD |
The person identification
| nurnber of the clairmant and |
patt af the unique key of the
| clairn, |
Chnkey B |
s unique key of clairm. | The Bank nurnber of the |
clairn, ledger nurnber (BE)
| and nurnber of claim. |
| |
| Crue date af the claim, |
The list of errors in ClaimsResult is the same type as previously shown, e.g. in
payments.
- - — - — 7/ —/ /1
| ch:ClaimKey |
| =ClaimantiD |
The person identification nurnber of
| the clairmant and part of the unique |
key af the claim, |
| Key Bl
| The Bank nurnber of the claim, ledger |
| ruriber (B&1 and number of claim, |
| |
ClaimError = |- Crue date of the claim. J
InForrnation about clairm that has r—— — — — — — —
generated an erar, | ctError
&An ervar that occured during the

-| Error

Infarmation about an error when
processing a clairn, |

| An ervar ressage describing an error
that accured duting the operation,
|_ \aries between banks,

operation, Yares betwean banks, |
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QueryClaims
A query on claim status, which uses the ClaimsQuery type. The only obligatory element
is Claimant, which is the claim owner. Other elements are mostly self-explanatory,
except that it should be noted that when the result set is large only a certain number is
returned and paging through the rest is called for, e.g. by specifying entries 501 through
1000 in the next query.

—Fclt:CIaimant |

- Feitidentifier

r
clt:ClaimsQueryDate Span |

| 2 attributes |

(CIaimsQuery

The answer to QueryClaims is QueryClaimsResponse, which contains
QueryClaimsResult. The Claims element will only contain a subset of the claims when
the result set is large and TotalCount indicates how many remain to be retrieved.

ETt:rtall:crurrt

Total count of entries defined

(Query(:laimsﬂesult E:]—(—--— = by the query.
Fasult af clairms quary, E R —
--2 Claims
0.

The claims in the list Claims are of the type Claiminfo, but basically they are the same
as the type Claim which has previously been described, with a few added elements. It
includes more details about the costs that apply to the claim, e.g. default charge and
discount. These additional elements are depicted below.
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QueryClaim
A query on a single claim. Uses the claim key.

cl:ClaimKey

| = ClaimantiD

The person identification
| nurnber of the clairnant and

clairn,

|
|
|
|
| Claimkey G—H = Faccoun | |
|
|
|
|

| part of the unique key of the

A unique key of dlair. The Bank nurnber of the

clairn, ledger number (6]
and number of claim,

| Cue date af the claim,
—_

The answer to QueryClaim is QueryClaimResponse, which contains QueryClaimResult
which is the type Claiminfo, the same type as returned in QueryClaimsResult.

E - commerce 4?2



~=

Islandsbanki

The cormbination of falds that
uniquely identifies a clairn,

PayorlD

Payor person id,

—IECancellatiunI]ate |

Crate of cancellation, when the claim is
no langer walid in the systen,

Identifier

The unique identifier of the clairmant
that the clairn relates ta,

Arnaunt af clainn,

Reference

Refence determined by clairnant,
Alphanurneric, marirmurn 16 letters,

|
|
|
|
|
|
|
|
|
|
|
|
|
: |
|
e e o e |
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Billnurnber, optional, Informnation
provided by clairant,

Custorner nurnber, optional key used
by claimant ta identify payor,
Mecessary if payor is ta be able to
enable autornotic debiting of clainns,

-| HoticeAndPaymentFee

Charge far calculation and printout of
payrent slip and sending to payer,

| Claiminfo E :El—l DefaultCharge

Inforrnation about the current status of Crefault charge that claims incur when
a claim, they default, either a percentage or
fixed arnaunt,

=OtherCosts

For special charges to be paid by the
payer of the claim,

-|E OtherDefaultCosts |

For special charges, e.q. ternporary
collection charge, to be paid by the
paver of the claim,
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-| Defaultinterest

Rule For calculating default interest,

For claimns which are linked to 2
Fareign currency,

-|E PermitOutOfSequencePayment |

Payrnent of claim allowed if eadier due
date is unpaid,

Two amaount or percentage fields can
be attached to a clairn base, the First
and sacond discount, which are used
ta reduce the payment if made before
a fixed date,

-|E IsPartialPaymentallowed |

'
! Indicates whether partial payrnent is
' patnitted,

'

T —
r. BillPresentmentSystem (1
T

i Indicates the bill presentrent system
vt which the claim partains.,

1
L

' Printing -
Informnation that is used when printing
a clairn, iF it iz to be printed by the
bank.

[]
i
&
=
th

Clairnant's ext key, explanation of
payment, COptional property af clainm,

-|§ TotalAmountDue

The tatal amount due for payrment,

payment,

The~ Air-

e L (T o

~=
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QueryPayments

Uses the element query which is of type PaymentsQuery. It is possible to page through
the result set, as previously done when querying Claims.

The persion Id of the
clairnant,

The clairn identifier belanging
ta the claimant used to flter
the query.

_________________ .
|
[

The account to Alter by, &
convenience when rmany
identifiers are connected ko

the same dispozal account,
(Paymen‘tsﬂuery [TI]—(—-*-—:E— to query For all payrnents

connected to that account,

Query an payrment,

—FTransaction[lateme |

Crate Fromn inclusive,

—F TransactionDateTo |

Drate to inchusive,

Entry from inclusive will be
returned, starting From 1,

Entry to inclusive,

The mandatory time period set in the query is used for retrieving payments according to
the transaction date (is. hreyfingardagur). As claim transactions are processed on the
closing of each bank business day, the claimant will have to make sure to retrieve data
for preceding weekends and bank holidays the next day it is accessible. Currently data
for e.g. for weekends becomes available on Thursdays, the period from 21:00 on Friday
to 21:00 the next Monday being processed together. The transaction date periods are
normalized for the query to simplify retrieval, so transactions that occur after 21:00 are
considered to belong to the next day. For example, payments occurring after 21:00 on
the evening of Friday the 13" will be returned if TransactionDateFrom is set to the 14™.
The answer to the QueryPayments query is QueryPaymentsResponse which has the
element QueryPaymentsResult which is type QueryPaymentsResult. That contains a
list of payments, as well as the total number of payments returned.
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=TotalCount

Total count of entries defined

(DueryPaymentsHesult I}:]—(—H-— = by the query.

Result of payrnent quary, .
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The list Payments contains a list of Payment.

nt

Paym

Dreseribes a discrete
payrent.

The key in Payment is the same as previously shown, i.e. the claim key.

E - commerce

The combination of felds
that uniquely identifies a
clairn,

1]

Payol

Payor person id.

mount

Arnaunt of clairn.

= FinalDueDate

Final due date of clairn.

The unique identifier of the
claimant that the claim
relates o,

Reference

Reference determined by
clairnant.

Clairnant’s text key,
explanation of payment,
Zptional property of claim,

EFbe(letemingBank

Where the payment comes
From.

FTransactionDate

The date on which a
rransaction in the Claims File
iz effectad.

EBookingDa‘(-e

The date when the
tranzaction iz booked.

Fvaluenate

The walidation date uzed o
calculate default interests
and charges.

PaymentType

E.i\moulltI:l-epc»si‘t-e(l

Amount deposited in the
account used For the disposal
of payrments.

= TotalAmount

Total arnount paid, with
deFault interast and costs,

ECapi‘tal(;ainsTm(

Withheld capital gains tax.

Billnumnber, optional.
Informnation provided by
clairnant.

Custarner nurnber of payor,
clairnant's unique code For
the customner,

ENotit:e(:hargteAmount

Matice charge paid,

EDef:n|It(:h:|rg:eAmount

Drefault charge paid,

= OtherCostsAmount

Zther costs paid,

—rOtherDefaultCostsAmount |

ther default costs paid,

= DefaultinterestAmount

Paid default interest,

h = DiscountAmount

Discount granted,

-2 Currency

Cutrency infarmnation, anly
available For Forex claims.

- -4~ BatchHumber

Batch number of payment,
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cl:ClaimKey

| = ClaimantiD

The person identification
| nurnber of the clairmant and

clairn,

|
|
|
|
| Claimkey G——H =7 Faccoun | |
|
|
|
|

| patt af the unique key of the

A unique key of clair. The Bank number of the
clairn, ledger nurnber (BE)
and number of claim.,

| Cue date of the claim,
[

In addition, currency information is available for currency claims, but that type
(CurrencyExchangeRate) only contains information about the currency and its rate.

Currency

The currency of the claim,

(Currem:yExchangeRate I:Tl]—(—-"— =

InFarmnation about curency,

The exchange rate used,

E - commerce 48



~=

IcelandicOnlineSecondaryCollectionClaims

Secondary collection agencies generally have access to the same operations on the
claims being collected as original claimants, with the exception of claim creation. In
addition, several specific operations are added for secondary collection companies as
well as minor modifications of the queries.

AlterClaims /| CancelClaims [ AlterClaim [/ CancelClaim /
GetOperationResult / QueryClaim

These operations differ from those in the main claim service only by the permissions the
collection agency has to manipulate and query claims belonging to other claimants but
having been assigned to the agency for collection.

QueryClaims

The query returns information about claims the secondary collection agency is
responsible for collecting. It uses the same schema as the QueryClaims operation in the
main claim service. Additionally collection agencies can either leave the Claimant field
empty in order to query all collection claims or filter by a specific claimant.

The collection agency uses the main claim service to query its own claims.

QuerySecondaryCollectionPayments

A method for secondary collection agencies to query about payments for claims they
are collecting. Fetches the payments that have been processed, where it is possible to
retrieve claims filtered by claimants. If no claimant is specified, all payments within the
given time period are fetched.

- :ECIaimant

The Person ID of the
clairnant whose data is being
quetied,

TransactionDateFrom |

Drate Fromn inclusive,

(SecomlarytolIec’tionPaymentsQ... [T']—(—--—

=TransactionDateTo |
Query on a secondary collection payrent,

Drate to inclusive,

Entry From inclusive will be
returmed, starting frorm 1,

T
m
=
E
[=]
=

Entry to inclusive,
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QuerySecondaryCollectionClaims

A query that returns claims that have been assigned to the secondary collection agency
during a certain time period. Used mainly for retrieving information about new claims
being assigned to the agency for collection.

All elements in the query are optional, if none are used, all claims that have come into
collection for this company will be returned. As with the payment query, it is possible to
narrow the search down to individual claimants.

v The persion Id of the
' claimant,

Crate Fromn inclusive.,

:L = Collec’tlon[la‘teT-:r '

(Secomlarytu:rlIec‘tionCIaimsQuery I:T']—(—-H—E- -l Date ko inclusive,

— - '
CQuery on claims in secondary cellection, bod Sctatus :

Status of the claims,

--' EntryFrom ;

Entr‘g.r frorn inclusive will be
returned, starting From 1,

- -EEEntryTo '

'
'
]
'
'
L
]
'
'
'
]
'
'
'
]
L

Entry to inclusive,

SecondaryCollectionReturnClaim

Secondary collection companies can return claims that have reached the secondary
collection status. It uses a list of claim keys for the claims that are to be returned.

(SecomlarytolIectl-crnReturnCIalm I}:]—(—H-—jEI—| Key *

Result of quary an claims in secondany
ceallection,
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